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Abstract: Internet is used extensively for many applications like banking and shopping transactions. Research proves that sending 

secret information over this anonymous network is very insecure anda challenging task. It is exposed to various threats like 

phishing, spoofing, hacking and many more. To exploit the popularity of SMS in various areas, it is necessary to provide 

enhanced security to SMS so that it could reach to the receiver‟s mobile safely with data confidentiality, integrity, authentication, 

and non-repudiation and being resistant against various attacks like man-in-middle attack, replay attack, non-repudiation etc. The 

proposed method hides the secret using look-alike glyphs of Unicode characters based on its BCD equivalent. The stego-text is 

robust and preserves the hidden information during all kind of transformation like compression/decompression, change of font 

style, copy-paste and many more. The proposed method provides an efficient text steganography technique to hide with high 

payload within the restriction of 70 Unicode characters per SMS. 

Index Terms: Text Steganography, Unicode, SMS, Payload, Time complexity 

__________________________________________________*****_________________________________________________ 

1. Short Message Service (SMS) of Mobile Phones 

Short Message Service (SMS) has become a very popular way for mobile phone users to send and receive simple text messages to 

each other through mobile phones and portable devices. SMS has opted to be highly usable among mobile phone users.The 

"short" part refers to the maximum size of the text messages: 160 characters (letters, numbers or symbols in the Latin alphabet). 

For other alphabets, such as Chinese, the maximum SMS size is 70 characters.One SMS text message can contain up to 160 

characters if 7-bit character encoding is used for Latin characters like English alphabets. SMS can have 70 characters if 16-bit 

Unicode UCS2 character encodingis used for non-Latin characters like Chinese characters. SMS text messaging works fine with 

all languages supported by Unicode, including Arabic, Chinese, Japanese and Korean [3]. 

SMS is the most simple and effective way of communication. SMS has many advantages over voice communication apart 

from being short and cost effective.  It has the ability to review a message before sending it, needs less signal strength than voice 

call, can be used in remote places where operator towers are far apart, confidential when overhearing needs to be avoided, are to 

mention a few. It is the convenient way for hearing-impaired people to communicate and the store-and-forward technique used of 

communication does not require the recipient to be active or within the range of the network [4]. 

 

1.1 Working of SMS. 

Short message service is a mechanism for delivery of short messages over the mobile networks. It is a store and forward way 

of transmitting messages to and from mobiles. The message (text only) from the sending mobile is stored in a central short 

message centre (SMSC) which then forwards it to the destination mobile. SMS uses the GSM special signalling channel instead of 

voice channel and is therefore a very cheap and reliable media channel. The figure below shows a typical organization of network 

elements in a GSM network supporting SMS[1]. 

 

 
Figure 1: Network elements in a GSM network [1] 
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The SME (Short Message Entity), which is typically a mobile phone or a GSM modem, that is capable of sending and 

receiving short messages. The SMSC (Short Message Service Centre) is the place where the messages from SME are stored and 

forwarded. The SMS GMSC (SMS gateway MSC) that links other networks. This is the point of contact to other networks. The 

gateway MSC on receiving the messages uses SS7 network to interrogate the current position of the mobile station from 

HLR.HLR (Home Location Register) is the master database that holds the information likethe subscription profile of the mobile 

and the routing information for the subscriber i.e. the area where the mobile is currently situated. With this information readily 

available the GMSC thus routes the message to the correct MSC.MSC (Mobile Switching Centre) is the entity in a GSM 

network which does the job of switching connections between mobile stations or between mobile stations and the fixed 

network. A VLR (Visitor Location Register) is a database that is linked to each MSC and has temporary information about the 

mobile which enters the domain of MSC. The information like mobile identification number and the cell (or a group of cells) 

where the mobile is currently present is supplied by VLR to MSC. Using this information from the VLR, the MSC is able to 

switch the SMSto the intended mobile via BSS.BSS(Base Station System) consists of transceivers that adopt full-duplex method 

of transmission. BSS transmits message over the air interface, to the mobile station. This message is passed over the signalling 

channels so the mobile can receive messages even if a voice or data call is proceeding [1]. 

1.2. Threats to SMS. 

SMS was initially intended for the subscribers to send non-sensitive and non-confidential text messages across the open 

GSM network. Mutual authentications, text encryptions, end-to-end security, non-repudiation and many security concerns for 

SMS were omitted during the design of GSM architecture. The only encryption involved during transmission is the encryption 

between the base transceiver station and the mobile station [2]. 

SMS Centres (SMSC) is used to store the SMS messages before they are forwarded to the mobile user's service provider or 

another SMSC. Although the network connections between the SMSC and nodes in a GSM network are usually protected by 

Virtual Private Network (VPN) tunnels, the SMS messages are stored unencrypted at the SMSC. This means that employees of 

SMSC operators, or others who can hack into the system, can view all the SMS messages passing through the SMSC. Many 

SMSCs also retain a copy of the SMS messages for audit, billing and dispute resolution purposes [4]. If an attacker manages to 

compromise the SMSC, the attacker can also read the SMS traffic[2]. Man-in-the-middle attack, replay attack, message 

disclosure, phishing and spoofing are some of the other threats prevalent.  

2. Securing SMS using Text Steganography 
Steganography is the art and science of concealing messages in a method, such a way that no one else, apart from the sender 

and intended recipient, knows or suspects the existing the message. The goal of steganography is to transmit the secret message 

through some innocuous carrier over the communication channel effectively, concealing the existence of the message [8]. The 

carrier could be image, audio, video or text data. Concealing or hiding significant amount of data without any loss of generality, 

through image, audio, or video is much easier as these contain ample amount of redundant information [9]. In steganography, the 

text to be hidden is called secret text or embedded data. The innocuous medium, such as image, audio, video or text file is called 

the cover. The key used for embedding data is stego-key and the concealed message inside the cover text is called stego-text [12]. 

 
Figure 2: The basic text steganography mechanism [12]. 

Figure 2 shows the basic text steganography mechanism. Firstly, a secret message (or an embedded data) will be concealed in 

a cover-text by applying an embedding algorithm to produce a stego-text.  The stego-text will then be transmitted via 

communication channel, e.g. Internet or mobile device to a receiver. To recover the secret message sent by the sender, the receiver 

needs to use a recovering algorithm that is parameterised by a stego-key to extract the secret message. A stego-key is used to 

control the hiding process as well as to restrict detection and/or recovery of the embedded data to parties who know it [10]. 
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2.1.Line Shift 

In this method, the lines of the text are vertically shifted to some degree (for example,  each line is shifted 1/300 inch up or 

down) and information are hidden by creating a unique shape of the text. This method is suitable for printed texts [11]. 

 
Figure 3: Line Shift[11] 

The algorithm works on converting the secret text into binary. 0 is coded as the character not shifted and 1 is coded with 

shifting the character to as small as 1/300 of an inch up or down. 

2.2. Word shifting method.  

In this method, by shifting words horizontally and by changing distance between words, information is hidden in the text. 

This method is acceptable for texts where the distance between words is varying. This method is less identified, because change of 

distance between words to fill a line during left right alignment is quite common[15]. 

 
Figure 4: Word Shifting[15] 

2.3. Syntactic Method 
Punctuation marks such as full stop (.)  and comma (,)  are placed in proper places to hide  bits 0 and 1. e.g. the phrases “bread, 

butter, and milk” and “bread, butter and milk” are both considered correct usage of commas in a list .But the identification of the 

places for inserting punctuations is very important as the reader can easily notice the improper use which leads to suspicion 

[10,16]. The drawbacks of the method are the identification of the proper places for punctuation and amount of information to  

hide is limited. 

2.4. Semantic Method: 

In this method the synonym of certain words are substituted to hide information in the text. The synonym substitution may 

represent a single or multiple bit combination for the secret information. A major advantage of this method is the protection of 

information in case of retyping or using OCR programs. The secret information is still intact. However, incorrect use of synonyms 

may alter the meaning of the text [8].  

Table 1: Semantic method [8] 

Big Large 

Small Little 

Chilly Cold 

Smart Clever 

Spaced Stretched 

2.5. Spam Text 

Another way of text hiding is to use random words as a means of encoding information. Different words can be given different 

values. Even though identification might be easier, few implementations, such as SpamMimic [14] creates a long spam email with 

poor grammar and less meaning, to hide the secret message, makes it lot more easier to escape notice. 

2.6. SMS texting 
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SMS-texting, a language used for fast texting on mobile phones is used to hide the information [16]. The full form of word or 

its abbreviated form can be used to hide binary data. A codebook is created with words and their corresponding abbreviated forms. 

The binary 0 is hidden using full form of the word andfor bit 1;its abbreviated form of word is used [8]. 

Table 3: SMS table with acronym and translation 

Acronym 

(0) 

Translation 

(1) 

2l8  Too late 

ASAP As Soon As Possible 

C See 

CM Call Me 

F2F Face To Face 

The drawback this method is that, a cover file of several kilobytes can be made to hide only a few bits of information. 

2.7. Feature Coding 

In feature coding method, some of the features of the characters used are altered. The end part of some characters such as b, d, 

h or so on, are extended or shortened to a very small extent for hiding information.  A large volume of information can be hidden 

within the text making the existence of such information invisible[13].Certain text attributes like colour are also altered to hide the 

secret. 

2.8. Cricket Match Score Card 

The theory of mathematics states that any number of zeros padded before a number or after the fractional part does not change 

the value of the number.This principle is used to hide some information by padding extra zeros intentionally before or after the 

number. A cricket scorecard contains huge number of numerical figures to represent the overall position of the match[15]. 

Padding of zeros for 1before the number and to hide a „0‟ the number is left unpadded. By these 160 numbers can hide 160 bits, 

i.e. 20 bytes which makes it a good scheme for text steganography. 

3. Text Steganography in SMS 
Text steganography seems to be the trickiest form of steganography asa text file has less redundant information when 

compared to the image and audio files. This proposed method that makes use of SMS as cover text is a new concept in 

steganography but has disadvantage of limited size of embedded data [16]. The ultimate aim of any steganographic algorithm is to 

achieve optimum hiding is realized without sacrificing any loss in data or in their semantics, with lessoverhead [9]. But there is 

some security issues related to services of SMS for sending secret data [3]. The goal of this method is to provide secure 

transmission of secret text using SMS as a carrier using mobile phones. 

3.1. Theoretical Framework 

The system operates from two ends of the mobile communication, the sender-who wants to send secret data and the receiver-who 

is trust-worthy to get the secret message. The encoded message travels as Unicode SMS using the standard SMS communication 

channel for GSM network. 

3.1.1. Design Base of the Methodology 

The proposed methodology is built on the basis of the assumptions listed below. 

 The look-up table used in the system are known only between the legitimate communicating parties. 

 The user mobile is capable to run the proposed application. 

 The tables are stored in the user mobile and are protected from normal viewing. 

3.1.2. Secret Text Encoding 

The methodology for securing the secret text within SMS using text steganography makes use of look-up table(Table 4) that 

will be stored in the application of the sender and receiver mobiles that will be used by the embedding and extracting algorithms. 

Table 4: Character-to-Binary lookup table 

Character 
Decimal 

Code 

Binary 

Code 
Character 

Decimal 

Code 

Binary 

Code 

a 0 00000 n 13 01101 

b 1 00001 o 14 01110 

c 2 00010 p 15 01111 

d 3 00011 q 16 10000 

e 4 00100 r 17 10001 
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f 5 00101 s 18 10010 

g 6 00110 t 19 10011 

h 7 00111 u 20 10100 

i 8 01000 v 21 10101 

j 9 01001 w 22 10110 

k 10 01010 x 23 10111 

l 11 01011 y 24 11000 

m 12 01100 z 25 11001 

The secret text is converted to binary bits using the table look-up as shown in Table 4. These bits are hidden under the text 

SMS and is sent to the receiver mobile. 

3.1.3. UNICODE Characters 

Unicode standard is a special kind of internationally accepted character set similar to American Standard Code for Information 

Interchange (ASCII). Unicode defines a consistent way for multilingual text encoding that is capable of exchanging information 

internationally. Unicode can be implemented by different character encoding formats; the most commonly used is UTF-8 and 

UTF-16 (Unicode Transformation Format - 8/16). UTF-8 is similar to ASCII coding that has 8 bit code. In UTF-16 or UCS-2 each 

character is represented using two bytes [7]. 

The ASCII character set which is an 8- bit coding also finds a place at the same position in Unicode. Unicode allows for 17 

planes, each of 65,536 possible characters (or 'code points'). This gives a total of 1,114,112 possible characters. Apart from the 

129 scripts used for the different languages, the symbols used in mathematics, musical notes and old Hungarian letters are also 

encoded in the final version[17].On careful analysis, it can be seen that there are many similar ligatures in the Unicode table 

having different UTF-16 coding. An extract from the Unicode table, given in table 5, shows the look-alike ligatures for the lower-

case alphabets of English language.It is seen that they are positioned exactly at a distance FEE0H in the Unicode table[5]. 

Table 5. Unicode of ASCII Characters and their look-alikes [5] 

S. No. 
ASCII 

Character 

Unicode  

Value 

Look-alike 

Ligature 

Unicode 

Value 

1 a U+0061 ａ U+FF41 

2 b U+0062 ｂ U+FF42 

3 c U+0063 ｃ U+FF43 

4 d U+0064 ｄ U+FF44 

5 e U+0065 ｅ U+FF45 

6 f U+0066 ｆ U+FF46 

7 g U+0067 ｇ U+FF47 

8 h U+0068 ｈ U+FF48 

9 i U+0069 ｉ U+FF49 

10 j U+006A ｊ U+FF4A 

This feature of the Unicode table helps in text steganography to hide a secret message by substituting its look-alike and 

preventing the onlooker from suspecting its presence. 

3.2. Implementation Methodology 
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The methodology is implemented at the two ends of the communication channel. The sender and the receiver are two mobile 

phones capable of handling Unicode characters. The communication channel is any of the public mobile network providers chosen 

by the user. The sender hides the secret message inside the cover SMS using Unicode text steganography and sends the stego-

SMS along the communication channel. The receiver mobile accepts the SMS and decodes the secret information. 

3.2.1. Text Steganography – Embedding 

The overall design of the proposed method use two tables one being character-to-binary lookup table and the other is the 

Unicode table. The look-up table is used to convert the secret message,M to binary. This binary coded secret message is then 

hidden under a cover text using text steganography. If the binary bit is „0‟ then no change is made in Unicode of the cover. If it is 

„1‟ it is substituted with its Unicode homoglyphs that are positioned at a distance of FEE0H. The flow of actions for embedding at 

the sender mobile is explained in figure 5. 

 

 
Figure 5: Sender Side – Flow of action 

Embedding Process: This process takes the suitable cover text for hiding the secret message and the binary-coded secret bits, 

b0, b1, ....., b5n.The characters in the cover text is converted to its Unicode in hexadecimal coding, C0, C1, ....., C5n. The secret bits 

are checked one by one. If bi = 0 then no change is made to Unicode. If bi = 1 then add Ci with Ci + FEE0H. This process is 

repeated till all secret bits are checked and Unicode characters of the cover text is replaced.  

Embedding Algorithm: 

 

 

 

 

Step 1: Secret message, B (n characters) is converted to 5-bit binary code using Char-to-binary lookup table. The binary digits of 

the secret message are b0, b1, b2... b5n. 

Step 2: Suitable cover text is chosen such a way that 5n ≤ cover_size ≤ 70 chars. 

Step 3: Call function embed(b0, b1, b2,... b5n , n, C) 

Step 4: Stego-SMS from step (iii) is sent to receiver mobile. 

Function embed(b0, b1, b2,... b5n, n,C) 

(i) The cover, C is converted to Unicode values, C0, C1... Ccover_size. 

(ii) for i = 1 to 5n check the value of bi 

                   if bi  = 0 then no change in Unicode values  

       elseif  bi  = 1 then Ci = Ci + FEE0H 

(iii) repeat (ii) until all secret bits are checked. 

(iv) Convert the Unicode values to character equivalent. 

(v) The output of (iv) is the Stego-SMS with the secret message embedded. 

Input    : Cover Text( C), size of secret( n), Secret message(B) 

Output : Stego-SMS 
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return (Stego-SMS, n) 

The entire Unicode values of the cover are assembled and converted to character equivalent. The Stego-SMS thus generated is 

sent to the receiver mobile.  

3.2.2. Transmission of Stego-Text  

The Stego-SMS thus generated is sent to the receiver mobile as SMS. The SMS takes the standard path via the different nodal 

points along the insecure communication channel. The SMS with the secret message travels along the communication channel 

passing through many intermediate points like SMSC (Short Message Service Centre), SMS GMSC (SMS gateway MSC), 

MSC (Mobile Switching Centre), and BSS (Base Station System). Text steganography used here, conceals the presence of the 

secret bits under an innocuous cover. This method also reduces many possible attacks as the very presence of secret message is 

not known to the attacker. The methodology is depicted in Figure 6. 

 

Figure 6: Sender – Receiver Mobile Communication 

3.2.3. Text Steganography - Extracting 

Like any other text SMS, the Stego-SMS is also received at the receiver‟s mobile. This Unicode SMS is given to the extracting 

algorithm, to bring out the secret binary bits, b0, b1, b2... b5n. Using the character-to-binary table lookup (table 4), the secret text is 

obtained. This process is depicted in the flowchart as shown in Figure 7. 

 
Figure 7: Receiver Side: Flow of action 

Extracting Process: This process takes the Stego-SMS and converts it to Unicode character values, C0*, C1*... Ccover_size*. If 

Ci* lies in the range U+0061 to U+007A then it implies that the characters are English, so bi← 0.Else if Ci* lies in the range 

U+FF41 to U+FF5A then characters are homoglyphs, so bi← 1.These steps are repeated till all characters are checked.  

Extracting Algorithm: 

Input : Stego-SMS, n 

Output : Secret message, M 
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Step 1: The Stego-SMS is received at receiver mobile. 

Step 2: Call Function extract( Stego-SMS, n) 

Step 3: The extracted binary digits, b0*, b1*, ... , b5n*, from step 2 are assembled. 

Step 4: The bits b0*, b1*, ... , b5n* are converted to alphabets using binary-char lookup table (table 4). 

Step 5: The alphabets generated at step 4 is the secret message sent as SMS using text steganography. 

Function extract (Stego-SMS) 

(i) Convert thecharacters of Stego-SMS to Unicode values, C0*, C1*, ..., Ccover_size. 

(ii) for i = 1 to 5n do 

(iii) if  U+0061<Ci* <U+007A  then bi* ← 0 

elseif  U+FF41 <Ci* <U+FF5A then bi* ← 1 

(iv) Repeat step (iii) until i reaches the value 5n. 

(v) The secret message, M is assembled using bits, b0*, b1*, ... , b5n* using binary-char lookup table (table 4). 

 return (M) 

Thecharacter-to- binary table lookup is stored at the receiver mobile for the secret text extraction process.  

4. Results and Discussions 

The cover SMS before hiding the secret is compared with the stego-text after embedding the secret message. The secret text 

hidden is hello. The sample cover and stego text is given in figure 8 and figure 9 below.  

 

 
Figure 8 Cover SMS 

 
Figure 9 Stego-SMS with secret text 

 

The different criteria that are required for a good steganographic algorithm are analysed for the proposed method.  

4.1. Time Complexity 
The time required for this method should be minimal to prove its goodness as an efficient steganographic algorithm. The 

algorithm with minimal time makes the SMS to travel without any delay. The channel time is the time required for transmission of 

SMS using network service provider. 

 The time, T required for sending the secret message from the sender mobile to the receiver‟s mobile is given using the 

formula, 

𝑻𝒐𝒕𝒂𝒍 𝒕𝒊𝒎𝒆,𝑻 = 𝒕𝒆𝒎𝒃𝒆𝒅 + 𝒕𝒄𝒉𝒂𝒏𝒏𝒆𝒍 + 𝒕𝒆𝒙𝒕𝒓𝒂𝒄𝒕 
where  

 𝑡𝑒𝑚𝑏𝑒𝑑 ⇒ time required for embedding at sender mobile 

𝑡𝑐ℎ𝑎𝑛𝑛𝑒𝑙  ⇒ time required for transmission via communication channel 

𝑡𝑒𝑥𝑡𝑟𝑎𝑐𝑡 ⇒time required for extracting at receiver mobile 

Different samples of cover SMS were considered against different secret messages. It was found that Total time, T = 0.00059 + 

tchannel + 0.00060 

4.2. Pay Load Capacity 

The amount of secret information that can be hidden under the cover text is defined as payload capacity. High value of the 

payload capacity tells that more amount of secret message can be hidden using the proposed algorithm, for the given cover text.  

 

𝑷𝒂𝒚𝒍𝒐𝒂𝒅 𝑪𝒂𝒑𝒂𝒄𝒊𝒕𝒚 =
𝑵𝒐.𝒐𝒇 𝒔𝒆𝒍𝒆𝒄𝒕𝒆𝒅 𝒄𝒉𝒂𝒓𝒂𝒄𝒕𝒆𝒓𝒔 𝒇𝒐𝒓 𝒉𝒊𝒅𝒊𝒏𝒈

𝑻𝒐𝒕𝒂𝒍 𝒏𝒐.  𝒐𝒇 𝒄𝒉𝒂𝒓𝒔 𝒊𝒏 𝒄𝒐𝒗𝒆𝒓 𝑺𝑴𝑺
 𝒙𝟏𝟎𝟎 

 

The maximum number of characters per SMS is 140. The size is given by 140 bytes. The Unicode characters use 2 bytes per 

character. Therefore 70 Unicode characters can be sent per SMS [6]. The secret message in coded as 5-bit binary. Using the 

proposed method, a maximum of 28 bytes of secret information can be hidden under 140-byte cover. Therefore the payload 

capacity is calculated to be 20 %.This is a good measure against a restricted number of 70 Unicode characters per SMS. 
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5. Advantages of the Proposed Method. 

Text steganography in SMS is a simple and very cost effective service. It can be extensively used by a variety of people as the 

cover media is in form of text SMS. This method can be used anywhere and anytime since SMS is available on any mobile phone. 

Each day millions of SMS messages are interchanged throughout the world. Therefore it can be easily overlooked and difficult to 

identify a stego-SMS. This method can also be used on other devices such as PDAs and Pocket PCs. SMS based steganography 

method covers many users because most individuals have mobile phones and also SMS is a popular service. Not using 

sophisticated method, this method can be executed on simple mobile phones as well. It can be run on small devices and machines 

with limited resources.All mobile phones, even old models are also capable to send and receive SMS so this method covers a lot 

of users. 

6. Conclusion 
Now-a-days thousands and thousands of SMS flood the communication channel. The proposed method makes use of SMS 

for sending the secret text and therefore it becomes less vulnerable and unnoticeable. The look-alike ligatures of Unicode are 

being used for hiding and hence good amount of invisibility is maintained. This method has many advantageslike secrecy and high 

payload within a limited 70 characters per SMS. Visual comparison also proves that the stego-SMS is no different from the cover. 

This makes the presence of secret hideous and reduces the possibility of attacks. In this method is implemented with lower-case 

English alphabets. It can be extended to work for any language like Persian, Chinese etc., and characters, numbers, symbols that 

has look-alike equivalent in the Unicode plane. 
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