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Abstract   -This   survey   paper   describes   a   focused literature survey of machine learning (ML) techniques for intrusion 

detection.Cyber security is the term which defines  the  protection  of  internet  connected  systems include the hardware, data and software 

from various attacks.   There   are   number   of   software   solutions developed to improve cyber security over the year and Intrusion  

detection  system  (IDS)  is  one  of  the  major thing  in  the  last  decade.  Intrusion  Detection  Systems include approaches that support to 

detect and identify intrusive and non-intrusive network packets, this model shows the Machine learning concept on IDS. Machine learning  

techniques  have  been  applied  to  intrusion detection  systems  which  have  an  important  role  in detecting Intrusions. This paper also 

presents the system design of an Intrusion detection system to reduce false alarm rate and improve accuracy to detect intrusion. 

Index  Terms  –  Machine  Learning,  Intrusion  Detection System,Cyber Security. 
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I. INTRODUCTION 

Progressions in computing and network technology have 

concerned in the pursuit of getting into the Internet as a vital 

part of our everyday life. Besides, the number of people 

using Internet seems to be grown rapidly.Intrusion is a 

termed as a cyber-attack that tries to evade the security 

appliance of a network or even host system. Attacker could 

be an unidentified stranger who tries to use the system, or an 

insider who attempts to gain and mistreat the authorized 

privileges [1].  Recognition of the Attack, feature selection 

and executing the layered approach suggestively decrease 

the time needed to train and test the model. For the network 

administrators and security specialists, Intrusion detection 

(ID) is considered as the chief and stimulating problem. The 

complicated  security  tools  states  is  about  the  attackers 

whom occur with new and a progressive penetration 

approaches to overcome the security systems which are 

installed. The intrusion occurs over the server or system for 

the reason  of the present  system  liabilities,  such as user 

exploitation, misconfiguration of the system, or program 

flaws.  Vast  online  services  and  lots  of  big  servers  are 

running    in    the    system    in    a    world-wide    

network. Simultaneously, such networks turn out to be 

susceptible to more  attackers  and  thus  need   an  

intelligent  intrusion detection aspect to protect their 

network system [2]. The intrusion    detection    systems 

actively    safeguards    the computer system by sensing an 

attack and probably preventing it. Noticing the hostile 

attacks is determined by the number and type of suitable 

actions (Fig.1). 

 
Fig 1: Intrusion detection system activities 

 

IDSs supports in determine, regulate, and classify 

unauthorized usage, replication, modification, and 

devastation of information systems [3]. Discussing  to   the 

report made by the Internet Security Threat, shortened as the 

ISTR, about 430 million new malware variants,  some of the 

internet threats such as 362 Crypto-ransom were found in 

2015 [4]. IDS which use detailed logical method(s) to 

identify attacks, find their causes, and make aware the 

network administrators, have currently been improved to 

investigate the attempts regarding security violation [5]. 

There occurs two different types of IDS, based on where the 

intrusion detection performs: host-based IDS (HIDS) and 

network-based   IDS   (NIDS).     Depending   on  how  the 
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intrusion detection occurs, an IDS can execute misuse 

detection (depend on signatures) and/or anomaly detection. 

IDS mainly used signature detection of the attacks caught in 

their signature records, they have an increased false alarm 

rates (FAR).New advanced methods comprising behavior- 

based modeling have been suggested to detect anomalies 

consist of data mining, statistical scrutiny, and artificial 

intelligence systems [6].IDSs can be characterised in 

numerous ways, however the most usual are misuse-based 

and  anomaly  based  classes.  Recognised  attacks,  such  as 

Snort are actively identified by the Misuse-based IDS. This 

type of IDS having a low FAR, but it is unsuccessful to 

recognize new attacks that does not represent any rules in 

the database. A model of normal behavior is built by an 

Anomaly-based IDS and then differentiates any important 

abnormalities  from  this  model  considered  as  intrusions. 

New or unidentified attacks can be detected by this type of 

IDS but reports a high false alarm rate. To decrease the FAR 

of anomaly-based IDS,  numerous  machine learning 

methods, containing support vector machine (SVM) and 

extreme learning machine (ELM), have been used, along 

with models relating several systems [7]. SNORT restricts 

its responsive action to state the attack to an administrator 

console.  Minnesota Intrusion Detection system (MINDS) is 

an alternative NIDS, which applies Anomaly Detection [8]. 

In the detection process like Data mining which uses 

statistical methods and AI techniques. Some Intrusion 

Detection Systems model the attacks using state transition 

diagrams [9]. New theories in Intrusion Detection are 

presented   by   this   project   like   zero-copy-based   packet 

capture method [10], which to reduce the memory overhead 

removes numerous copies of the packet. 

 

The subsequent ways are part of an intelligent intrusion 

or system attack [11]: 

 Information Collection: Collecting the target 

information includes gaining all the facts and 

information about the user under attack. 

 Examining and perusing: Includes look over of the 

target host  and  examining  the  system’s  careless  or  

defenseless areas as it examines for the confidential 

information. 

 Remote to indigenous admittance: Mentions to the 

procedure of attaining the user system admission by 

R2L (remote to indigenous) attack types, such as 

password predicting,  buffer  run-off  attack,  and  

network  snuffling. User to core access: system 

vulnerabilities are used by a normal system user to 

access the core of the system in this type of attack. 

 Launch attacks: Example of these attacks are 

changing web pages, illegal access to confidential 

data, creating an entrances for upcoming attacks, or 

retrieving a new person’s accounts. 

The systems’ characteristic problems can be characterised 

into distinct difficult sets based on competence, accuracy, 

and usage parameters [12]. In order to increase the detection 

strength and detection accuracy numerous IDS research 

studies have been made. In the initial stage, the research 

work attention lies by means of statistical methods and rule- 

based skilled systems [13]. 

Confident machine-learning representations having 

Linear Genetic Programming , neural networks, Bayesian 

networks, Support Vector Machines , Fuzzy Logic, Decision 

trees etc., are investigated for the design of IDS. Thus, one 

of the best common approaches in machine-learning 

prototypes is known as Neural Network (NN) that should be 

used for defining many tough real-world problems which 

has been excellently used into IDS. 

 

II. MACHINE LEARNING TECHNIQUES 

In order to overcome the aforesaid challenges, many data 

mining methods were prepared [14]. Several machine 

learning-based techniques have been applied to IDS. Some 

of the most important techniques are explained in following 

subsections. Fig 2 shows the mostly used machine learning 

techniques used to classify intrusive and non-intrusive 

behavior. 

 
Fig 2: Classification of machine learning techniques 

 

Neural Networks :Artificial neural networks covers of a 

collection of processing elements that are very organized 

and convert a set of inputs to a set of desired outputs that is 

inspired by the way common nervous systems, such as the 
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brain, process information. The technique of Neural 

Networks NN tracks the similar philosophies of how the 

human brains works. The Multilayer Perceptrons MLP has 

been   extensively   used   neural   network   for   intrusion 

detection. They are capable of approximating to arbitrary 

exactness, any unceasing function as long as they contain 

enough hidden units. This means that such representations 

can method any classification result border in feature space 

and hence act as non-linear distinguish function. When the 

NN is used for packets classification, there is one input node 

for each element of the feature vector. There is usually one 

output node for each class to which a feature may be 

assigned. The concealed nodes are connected to input nodes 

and some early weight assigned to these connection. These 

weights are familiar during the training process. The error 

function is defined, based on the Mean Squared Error MSE. 

The connection  weights,  between  the nodes, are  familiar 

according to the back-propagated error so that the error is 

reduced and the network learns. The input, output, and 

hidden layers neurons are variable. Neural network based 

intrusion   detection   system,   intended   to   categorize   the 

normal and attack forms and the kind of the attack. It is 

experimental  that  the  long  training  time  of  the  neural 

network was frequently due to the huge number of training 

vectors of computation facilities. .[14][17] 

 

Support Vector Machine: In classification and regression, 

Support Vector Machines SVM is the utmost common and 

popular method for machine learning tasks. In this method, 

a set of training examples is given with each example is 

marked  belonging  into  one  of  two  categories.  Then,  by 

using the Support Vector Machines algorithm, a model that 

can predict whether a new example falls into one categories 

or   other   is   built[15].   Support   Vector   Machine   is   a 

classification method possessing better learning capability 

for small samples, which has been widely applied in many 

fields such as Network Intrusion Detection, web page 

identification and face identification. Support Vector 

Machine applied in intrusion detection possesses such 

advantages as high training rate and decision rate, 

insensitiveness to dimension of input data continuous 

correction of various parameters with increase in training 

data which endows the system with self-learning ability, and 

so on. Besides, it is also capable of resolving many practical 

classification problems, such as problem involving small 

samples and non-linear problem. So, Support Vector 

Machine will become increasingly popular in network 

security. 

 

Decision Tree: Decision Tree algorithm is usually used for 

classification  problem.  In  this  algorithm,  the  data  set  is 

learnt and displayed. Therefore, whenever a new data item 

is given for classification, it will be classified accordingly 

learned from the previous dataset. Decision Tree algorithm 

can also be used for Intrusion Detection. For this reason, the 

algorithm will also learn and models data based on the 

training data. As a outcome, the model can categorize which 

attack categories does a upcoming data fits to base on the 

model constructed. One of the asset of Decision Tree is it 

can works well with huge data sets. This is important as 

large  amount  of  data  flow  can  be  initiate  across  the 

computer  networks.  In  real-time  Intrusion  Detection,  it 

works   well   because   Decision   Tree   gives   the   highest 

detection performance and can construct and interpret model 

easily.   Another   useful   property   of   Decision   Tree   in 

Intrusion  Detection  model  is  its  generalization  accuracy. 

This  is  due  to  the  trends  in  the  future  where  there  will 

always be almost novel attacks, and by having generalized 

accuracy provided by Decision Tree, these attacks can be 

detected [16]. 

 

Genetic Algorithm: Genetic algorithm GA is a search 

method that finds an estimated solution to an optimization 

task  -  inspired  from  biological,  evolution  process  and 

natural  genetics  and  proposed  by  Holland  (1975).  GA 

practices hill climbing technique from an subjective selected 

number  of  genes.  GA  has  four  operators:  initialization, 

selection,  crossover  and  mutation.  There  are  numerous 

scholars that used evolutionary procedures and especially 

GAs in IDS to sense malicious intrusion from normal use. 

Genetic algorithm based intrusion detection system is used 

to  detect  intrusion  based  on  past  behavior.  A  profile  is 

created  for  the  normal  conduct  based  on  that  genetic 

algorithm  learns  and  takes  the  decision  for  the  unseen 

patterns. Genetic algorithms also used to develop rules for 

network  intrusion  detection.  A chromosome  in  a distinct 

covers genes conforming to attributes such as the service, 

flags, noted in or not, and super-user efforts. These attacks 

that are common can be observed more exactly compared to 

uncommon  attributes.  Genetic  algorithms  are  capable  of 

deriving    classification    rules    and    selecting    optimal 

parameters for detection process. The application of Genetic 

Algorithm to the network data consist primarily of the 

following steps: 

 The   Intrusion   Detection   System   gathers   the 

information about the traffic passing through a 

particular network. 

 The   Intrusion   Detection   System   then   applies 

Genetic Algorithms which is trained with the 

classification rules learned from the information 

collected from the network analysis done by the 

Intrusion Detection System. 

 The Intrusion Detection System then practices the set 

of instructions to categorize the inward traffic as 

anomalous or normal founded on their pattern. 
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 GA  as  evolutionary  procedures  was  successfully 

used in different types of IDS. With GA returned 

remarkable outcomes, the best suitability value was 

very closely to the ideal suitability value. 

GA is a randomization search technique frequently used for 

optimization problem. GA was successfully able to generate 

a model with the desired characteristics of high correct 

detection rate and low false positive rate for IDS. [20][21] 

[22] [23]. 

 

Fuzzy Logic: Fuzzy logic is derivative from fuzzy set theory 

under which reasoning is approximate rather than exactly 

derived from classical base logic. Fuzzy methods are thus 

used in the arena of anomaly detection mainly because the 

structures to be measured can be seen as fuzzy variables. 

With fuzzy spaces, fuzzy logic allows an object to belong to 

dissimilar modules at the same time. This concept is helpful 

when the difference between classes is not well defined. 

This is the situation in the intrusion detection task, where 

the changes between the normal and abnormal modules are 

not well defined. 

The changed fuzzy rules are not complex as no more 

than  five  characteristics  are  used  in  each  rule.  It  allows 

description  of  the  normal  and  abnormal  behaviors  in  a 

simple  way.  Fuzzy  rules  have  a  clear  benefit  in  real 

applications. Foremost, they produce rules that are easier to 

understand, later score high on interpretability. Subsequent, 

they  produce  a  classifier  instruction  that  is  faster  in 

deployment. This is especially crucial for data relating a 

large  number  of  features.    Though  uncertain  logic  has 

proved to be effective, particularly against port scans and 

probes, its main difficulty is the high resource consumption 

and large time spent during the training. [18][19][22].  

 

Bayesian Networks: A Bayesian network is a model that 

encodes probabilistic relationships among the variables of 

interest. This method is usually used for intrusion detection 

in combination with statistical systems. The naïve Bayesian 

procedure is used for learning task, where a training set with 

target class is provided. Bayes’ Theorem provides a way 

that we can compute the probability of a premise specified 

our earlier knowledge. Bayes’ Theorem is stated as: 

 

P(h|d) = (P(d|h) * P(h)) / P(d) 

Where P(h|d) is the probability of hypothesis h given the 

data d. This is called the posterior probability. 

P(d|h) is the probability of data d given that the hypothesis 

h was true. 

P(h) is the probability of hypothesis h being true 

(regardless of the data). This is called the prior probability 

of h. 

P(d)  is  the  probability  of  the  data  (regardless  of  the 

hypothesis).

 

III. COMPARISON OF MACHINE LEARNING TECHNIQUES 

TABLE I 

Machine Learning 

Technique 
Advantages Disadvantages 

Neural Networks Competence to simplify from limited, noisy 

and inadequate data.  Does not need skilled 

knowledge and it can find unknown or new 

intrusions. 

Slow training procedure so not suitable for 

Realtime detection. Over-fitting may happen 

during neural network training. 

Support Vector 

Machine 

Better knowledge capacity for small samples. 

High training rate and decision rate, 

insensitiveness to dimension of input data. 

Training takes a long time. Mostly used 

binary classifier which cannot give 

additional information about detected type of 

attack 

Decision Tree Decision Tree works well with massive data 

sets. High detection accuracy. 

Building a decision tree is computationally 

intensive task. 

Genetic Algorithm Capable of arising best classification rules and 

Selecting optimal parameters. Biologically 

inspired and employs evolutionary algorithm. 

This method cannot assurance. continual 

optimization comeback times.  Over-fitting. 

Fuzzy Logic Reasoning is Estimated rather than precise. 

Effective, especially against port scans and 

probes. 

High resource consumption Involved. 

Reduced, relevant rule subset identification 

and dynamic rule informing at runtime is a 

difficult task. 

Bayesian Network Encodes probabilistic relationships among the 

variables of interest. Ability to incorporate 

both Prior information and data. 

Harder to handle continuous features. May 

not cover any good classifiers if prior 

knowledge is wron 
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IV. PROPOSED SYSTEM  ARCHITECTURE 

The proposed work is concentrated towards a novel deep 

learning based cyber security. First the training and the 

testing samples are extracted separately from the dataset. 

The dimensionality of the feature space is usually much 

larger than the size of training set. So, the selection of the 

most relevant features of the dataset for efficient and 

effective identification of the cyber-attacks. After extracting 

the features, the extracted features are clustered using 

clustering algorithm. Similarly the testing data is also 

feature extracted and clustered separately. Then a new Deep 

learning based classifier is proposed to classify the different 

types of cyber security attacks. The flow of proposed work 

is as shown in figure 3. 

 
Fig 3: Proposed System Architecture 

 

V. CONCLUSION 

 The proposed model will be developed and executed 

and the performances are evaluated in terms of 

training time, detection rate, false alarm rate and 

efficiency. 

 The features are learned from the databases using deep 

learning algorithm. 

 The optimization algorithm speedup the computational 

process and improve the performance metrics. 
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