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Abstract— With technological advancements and constant changes of Internet, cloud computing has been today's trend. With the lower cost and 

convenience of cloud computing services, users have increasingly put their Web resources and information in the cloud environment. Increasing 

data volume is giving the bigger task of Data Centers to provide a better quality of cloud computing.  The main usage of cloud computing is data 

storage. It is more reliable and flexible to users to store and retrieve their data at anytime and anywhere. the security of cloud computing plays a 

major role in the cloud computing, as customers often store important information with cloud storage providers but these providers may be 

unsafe. Customers are wondering about attacks on the integrity and the availability of their data in the cloud from malicious insiders and 

outsiders, and from any collateral damage of cloud services. These issues are extremely significant but there is still much room for security 

research in cloud computing. This paper presents a framework for global data security of the cloud with two-level Security model. The proposed 

framework is intended for adapting a system and the framework allows the network service provider to deploy a security in different data centers 

dynamically while the customers need more security for increasing the data storage.  
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I-Introduction 

Cloud computing has been envisioned as the next generation 

of distributed/utility computing. It is defined as a model for 

enabling convenient, on-demand network access to a shared 

pool of configurable computing resources (e.g., networks, 

servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal management 

effort or service provider interaction. The National Institute 

of Standards and Technology (NIST) defines cloud 

computing by five essential characteristics, three service 

models, and four deployment models. The essential 

characteristics are on-demand self-service, location-

independent resource pooling, broad network access, rapid 

resource elasticity, and measured service.  

The main three service models are software as a service 

(SAAS), platform as a service (PAAS), and infrastructure as 

a service (IAAS). The deployment models include private 

cloud, public cloud, community cloud, and hybrid cloud. 

Nowadays, cloud-computing paradigm can offer any 

conceivable form of services, such as computational 

resources for high performance computing applications, web 

services, social networking, and telecommunications 

services. In addition, cloud storage in data centers can be 

useful for users to store and access their data remotely 

anywhere anytime without any additional burden.  However, 

the major problem of cloud data storage is security. 

Therefore, cloud data centers should have some mechanisms 

able to specify storage correctness and integrity of data 

stored on cloud.[1]  

This paper has been organized as follows. Section I specifies 

the introduction on cloud computing. Section II gives the 

related work of this research focus. Section III comes out the 

framework. Section IV gives the conclusion the proposed 

work. 

II- Related Work 

The authentication level of security by using two 

authentication techniques, time-based one-time password 

(TOTP) for cloud users verification and automatic blocker 

protocol (ABP) to fully protect the system from 

unauthorized third party auditor. The experimental results 

demonstrate the effectiveness and efficiency of the proposed 

system when auditing shared data integrity.[1] 

An encryption algorithm to address the security and privacy 

issue in cloud storage in order to protect the data stored in 

the cloud. The problems lie in data security, data privacy 

and other data protection issues. Security and privacy of 

data stored in the cloud are major setbacks in the field of 

Cloud Computing. Security and privacy are the key issues 

for cloud storage.[2] 

A secure multi-owner data sharing scheme. It implies that 

any user in the group can securely share data with others by 

the untrusted cloud. This scheme is able to support dynamic 

groups. These dynamic groups are generating a group 
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signature and dynamic broadcast encryption techniques, any 

cloud user can share data with others securely. The main 

purpose of this scheme is securely using cloud services 

storing and sharing by multiple owner groups.[3] 

Propose a strategy to secure data by splitting the data into 

sections by using data splitting algorithm which assures data 

reliability. Prakar and Kak [4]  

The symmetric cryptographic algorithm named as AES 

(Advanced Encryption Standard). It is based on several 

substitutions, permutation and transformation. On the other 

hand security of the data in the cloud database server is the 

key area of concern in the acceptance of cloud. It requires a 

very high degree of privacy and authentication. To protect 

the data in cloud database server cryptography is one of the 

important methods. Cryptography provides various 

symmetric and asymmetric algorithms to secure the data.[5]  

The architecture the intrusion detection and prevention is 

performed automatically by defining rules for the major 

attacks and alert the system automatically. The major 

attacks/events includes vulnerabilities, cross site scripting 

(XSS), SQL injection, cookie poisoning, wrapping. Data 

deduplication technique allows the cloud users to manage 

their cloud storage space effectively by avoiding storage of 

repeated data’s and save bandwidth. The data are finally 

stored in cloud server namely CloudMe. To ensure data 

confidentiality the data are stored in an encrypted type using 

Advanced Encryption Standard (AES) algorithm.[6] 

a secure cloud storage system supporting privacy-preserving 

public auditing. Further extend the result to enable the TPA 

to perform audits for multiple users simultaneously and 

efficiently. Extensive security and performance analysis 

show the schemes are provably secure and highly 

efficient.[7]. 

Presents integrity auditing scheme which provides a 

complete outsourcing solution of data. After introducing 

notations considered and brief preliminaries, started from an 

overview of data Integrity auditing scheme. Then, 

presenting main scheme and show how to extent the scheme 

to support integrity auditing for the TPA upon delegations 

from multiple users. Finally, How to generalize integrity 

auditing keeping data privacy scheme and its support of 

dynamic data.[8] 

Steganography and Cloud Computing, the security level of 

both can hold together and create a greater safety standard. 

The pixels are inverted and sent to Five Modulus Method 

(FMM) or Genetic Algorithm based Steganography using 

Discrete Cosine Transformation (GASDCT) algorithm 

based on its size and complexity. The steganography image 

is then transmitted to the receiver using the SaaS 

infrastructure. Using the Software as a Service (SaaS) 

Document Management, the image is stored, and shared to 

the receiver, which reduces the extra steps of upload and 

download, sending via email or any other meaning of 

communication. SaaS is Cost-efficient, secure, and scalable. 

Hence an efficient usage of its security and resources to 

create a system that can handle them in Cloud without any 

necessity to download an application to the network.[9] 

III. Enhanced Security Algorithms.  

DSCESE Algorithm 

This technique to improve the classical encryption 

techniques by integrating substitution cipher and 

transposition cipher. This substitution and transposition 

techniques have used alphabet for cipher text. In the over 

proposed algorithm, first stage the plain text is converted 

into corresponding ASCII code (Hexa)value of each 

alphabet. In classical encryption technique, the key value 

ranges between 1 to 26 or key may be string (combination 

alphabets). But our proposed algorithm, key value range 

between 1 to 256. This algorithm is used in order to encrypt 

the data of the user in the clouds. Users can store data on 

demand or for the applications without keeping any local 

copy of the data on there machine. Since the user has no 

control over the data after his session is logged out, the 

encryption key play the very important role and its primary 

authentication for the user. Proposed algorithm is described 

below.[10]. 

The given steps are the encryption algorithm steps.  

Algorithm: 1  Encryption  

Step 1: Count the No. of character (N) in the plain text 

without space. 

Step 2: Convert the plain text into equivalent ASCII code. And 

form a square matrix (S X S >=N). 

Step 3:  Apply the converted HEXA code value form the 

Tranpose Matrix (A=AT) 

Step 4: Store the values of AT values in ascending order. 

Step 5: Take the even column(2,4) vales Rewrite the row wise 

and odd column values (1,3)values rewire to the row 

wise (R1=2c1,R2=4c1,R3=1c1,R4=1c3)   

Step 6:  Take the key values 23,32,12,21 and Ex-Or with the each 

row of the matrix.  

Step 7:  Apply the encrypted value into the matrix in the 

same order  

Step 8:  Read the message by column by column. Using the key 

values (key values 2,4,1,3) 

Step 9:  Convert the ASCII code into character value. 

 

The given steps are the decryption algorithm steps.  

Algorithm: 2  Decryption 

Step 1:  The encrypted text is converted into ASCII code values. 

Step 2:  Count the No. of character (N) in the decrypted 

text and form a square matrix S X S. 

Step 3: Read the message in reverse order of the key value row 

by column.  
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Step 4:  Take the key values 23,32,12,21 and Ex-Or with the each 

row of the matrix.  

Step 5:  Rearrange in to ascending order form A[0] to  

A[15]matrix. 

Step6: To find the Transpose of Matrix ( AT)T = A 

 

SUG-DO Algorithm  

This obfuscation technique is used to secure the numerical 

data in the cloud storage. The user wants to encrypt the 

numerical data by obfuscation and then this proposed 

technique is right and convenient. This technique is a 

symmetric crypto system. Here two key are used for 

encryption and decryption this two key are integer values.  

This confidentiality system SUG-DO uses different 

mathematical operations such as Max ( ), Pow ( ), Mul ( ), 

Sub( ) , Mod(), Ascii( ) on numerical data. The keys are 

generated in cloud side and it forwarded to the end users. 

The keys are managed and maintained by the cloud service 

provider. [11] 

The algorithm is given below   

Algorithms- SUG-DO (digit Encryption) 

 The encryption algorithm steps. 

Algorithm: 1  Encryption  

Step 1: Count the Number of Numerical character (N) in the 

plain text without space. 

Step 2:  find the maximum value in the plain text  as a Key K1 

(MAX(PT) 

Step 3: Product the K1 to Plain text Store the values to PRO. 

Step 4: Calculate the Power of (PPT- POW ( PRO,3))   

Step 5:  Take the key K2 from plain text position values.  

Step 6:  Subtract the K2 to PPT.   

Step 7 :   Modulo of SUB value 

Val=  MOD of SUB. 

Step 8:   Check the Val Value  

 a: If Val  lessthan 32  

   Then Val = 32 +Val    

Step9:  Convert the Val into ASCII code. 

Step 9:  End  

 

Algorithm: 2  Decryption 

The encrypted data is stored in the cloud storage. To retrieve 

the data from cloud, the decryption process is essential to 

get the actual data in the cloud storage area. Decryption is 

possible only with key values which are used for encryption 

algorithm. So the keys are plays the major and main role in 

the encryption and decryption algorithm.  

Algorithm - Decryption. 

Step 1:  The encrypted text is converted into ASCII code 

values. 

To find the PPT value  

Step 2:  add the value of SUB (i) and K2. 

   

Step 3: Inverse cube value of PPT  

Step 4:  divided PPT value by MAX (PT) 

Step 5:  display the plain text (PT) 

III. Framework for Enhanced Security Algorithms in 

cloud computing.  

In this section, a framework for data security in cloud 

system has been proposed. The main goal of the framework 

is to answer the traditional security drawbacks. The 

proposed framework is using cloud computing technologies. 

As shown in Figure 1, the top part of the framework is the 

user request that provides system interaction with users 

using web services. The request comes from users through 

the internet. The first part talks about users request and 

second part talks about the services availability through 

internet. In third part, the request is forwarded to security 

systems. Then, the security algorithm is used to provide best 

security mechanisms. The algorithms in data security assign 

data in server based on traits of the request. The motivation 

behind this work is to assign data on the particular security 

methods. Depending on the user request the following 

algorithm will be executed DSCESEA and SUG-DO. 

The proposed framework shows the data security 

algorithms under the enhanced data security algorithms. The 

data are stored in the cloud data servers based on their data 

either numerical or character data.  

 

Fig: framework for Enhanced data Security in Cloud. 
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VI. CONCLUSION 

The study deals with the framework for cloud data security 

mechanisms in cloud computing environment. The Security 

and Privacy are important role in storing of data in that 

location. So many researchers are work in that area. 

Cryptographic techniques are used to provide secure 

communication between the user and the cloud. This 

proposed work based on encryption and decryption 

algorithm for secure data storage in cloud storage. The 

generated key acts as the major authentication for the user. 

By applying this encryption algorithm, user ensures that the 

data is stored only on secured storage and it cannot be 

accessed by any private & public users or intruders. 
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