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Abstract: Cloud computing is a paradigm of information technology enables the users to access all sharable resources over the internet by using an
thin or thick client devices. Cloud computing is the effective technology in the field of computers in the present day. It evolved from the grid
computing, virtualization, utility computing and autonomic computing. It was developed by using the features of these four technologies earlier. It
helps the end users to complete their purpose irrespective of their background and location with cost effective. It is obvious that anything user

friendly and cost effective is always adopted by the public.
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INTRODUCTION:

The cloud provides an agreement between the users and the
service providers on any cloud at service level means to say
that billing up to usage only. The moment you stop to take
services no more bill is produced. All the components
available on cloud is treated as services and any number of
users either an individual or any organization can utilize these
services irrespective of their physical location on the globe
provided a internet connection could be established for
accessing the resources. In this arrangement a end user need
not to invest huge amount, manpower, infrastructure, need
adequate computer knowledge, ability to develop the software
or update the same as per requirement of execution. Only you
suppose to have the capacity of paying for the service taken.

In this paper we try to simplify the terminologies used by
giants in cloud computing to the level of beginners. We
arranged this paper by (i) discussing the definitions from
different giants of this field of cloud computing (ii) the uses
and benefits of cloud computing (iii) Characteristics of cloud
computing (iv) Cloud computing service models in a simplest
way (v) Deployment Models of Cloud Computing and (vi)

Security issues.
Q) What is cloud and cloud computing ?

The cloud is a metaphor for the Internet and computing
through it may be possibly called a way of internet based
computing.
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Among so many giants in this field we present here few for
easy understanding which we feel very close to our
experience.

Microsoft Azure : Microsoft Azure defines the cloud as the
network of servers on the globe, having different unique
functions. They are linked with each other to carry out the
given task as single unit. These servers are designed for either
storing and managing data, run applications or deliver content
or a service such as streaming videos, web mail, office
productivity software or social media. Ability to access these
servers are made possible though a internet connection from
anywhere and a device of internet capability.

National Institute of Standards and Technology (NIST) :
they define as “‘a model for enabling convenient, on-demand
network access to a shared pool of configurable computing
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resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.”

The Fast Cloud Group : It defines cloud computing “as a
new style of computing in which dynamically scalable and
often virtualized resources are provided as a pay for use
service over the Internet or an Intranet network (or both).
Users need not have knowledge of, expertise in, or control
over the technology infrastructure in the ‘cloud’ that supports
them.”

The Gartner Group defines cloud computing as “a style of
computing in which massively scalable 1T-related capabilities
are provided ‘as a service’ using Internet technologies to
multiple external customers.”

Amazon refers cloud computing as the on-demand delivery of
IT resources and applications via the Internet with pay-as-you-
go pricing.

Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider
interaction.

(i)  (a) USES OF CLOUD COMPUTING

e Create new apps and services

e  Store, back up and recover data

e Host websites and blogs

e  Stream audio and video

e  Deliver software on demand

e Analyze data for patterns and make predictions

(b) TOP BENEFITS OF CLOUD COMPUTING

Here are 6 common reasons organizations are turning to cloud
computing services:

1. Cost : Normally computing needs huge capital investment
to procure hardware and software. It is also needed to set up
and run on-site datacenters of servers, power consumption
managing the infrastructure and maintain the same.

2. Speed : Services are provided self service and on demand,
without human interruption, so even vast amounts of
computing resources can be provisioned in minutes, giving
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businesses a lot of flexibility and taking the pressure off
capacity planning.

3. Global scale : The services include the ability to scale
elastically, that is., delivering the right amount of IT resources,
right when its needed and from the right geographic location.
4. Productivity : being all services are human interruption free
the IT teams can concentrate on other business activities.

5. Performance : Upgrading takes place with efficient and fast
hardware on datacenters which reduces economics of the
single organization.

6. Reliability : Cloud computing reduces the data loss due to
disaster , because data is mirrored at multiple redundant sites
on the cloud provider’s network.

(iii) FIVE ESSENTIAL CHARACTERISTICS
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On-demand self-service: Not like in the traditional
computing a individual user or an organization use the cloud
to get available services on his own interest without the
interruption of service providers.

Broad network access. Standard mechanisms are used to
access the heterogeneous networks even using the thin and
thick client platforms

Resource pooling: At any point of instance numerous users
(multi-tenant) demand the services from a pool of resources
assigned and reassigned dynamically with location
independence and the same is achieved without the knowledge
of physical location of the resources to the users.
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Rapid elasticity: Capabilities are made elastic by provisioning
and releasing automatically based on the demand as
appropriate at any time.

Measured Service: The entire capabilities through resources
provisioned as services in the cloud are monitored, controlled
and reported providing transparency for both the provider and
the consumer of the utilized service

(iv) THREE SERVICE MODELS

CloudClients
Web browser, mobile app, thin client, terminal
emulator, ...

N
|
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games, ...

PaaS

Execution runtime, database, web server,
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balancers, network, ...
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Cloud Software as a Service (SaaS): It is the capability to
access and use of the provider’s application running on a
cloud, by using any of the devices and interfaces with free
from the burden of controlling, managing the infrastructure.
Cloud Platform as a Service (PaaS): This capability helps the
user to deploy his own created and / or acquired applications
on to the platform of cloud infrastructure, which consists of a
physical layer, that is the hardware resources to support the
cloud services being provided and the abstraction layer with
the software(s) to manifest the essential cloud characteristics.
Typically this is done on pay-per-use basis. The user does not
manage or control the underlying cloud infrastructure , but has
control over the deployed applications and possibly
configuration settings for the application-hosting environment
Cloud Infrastructure as a Service (laaS): It is another
capability provided for the user in terms of all resources to
deploy and run arbitrary software. As usual the user not
maintained any of the cloud infrastructure but has control over
operating systems storage and deployed applications.
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V) FOUR DEPLOYMENT MODELS
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Private cloud: In this model the cloud is owned by a
organization using proprietary architecture and runs cloud
servers within its own datacenter. It has single-tenant
architecture with direct control of underlying cloud
infrastructure

Community cloud: This cloud infrastructure exclusive for a
specific community of consumers from different organizations
but have shared concerns. Practically it is owned, managed
and operated by one or more organizations in the same
community or a third party or the combination of them.

Public cloud : It is meant for general public use exists in the
cloud provider premises and owned, managed and operated by
business, academic or a government organization or some
combination of them.

Hybrid cloud: It is a composition of two or more above
discussed infrastructures that remain unique entities but are
bound together by standardized pr proprietary technology that
enables data and application portability.

(vi) SECURITY ISSUES
Data Protection

In cloud computing data is secured if delivered internally. But
when any critical data to be sent to the hands of a third party it
is to be encrypted all the times and the need of managing the
encryption keys which falls on the service provider as
responsibility.

User Authentication

It is important to ensure that the data on cloud accessed only
by the authorized customers or users and restrict others to do
s0. Though the service provider use access logs and audit trails
for verification and future legal activities, (in fact they also
needed to be secured), if needed, it is the responsibility of the
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user to ensure that the service provider taken all necessary
security measures to protect his data.

Contingency Planning

It is important to have a plan — B for the companies using
clouds for their operations, learn the security measures taken
by the service provider to protect their data and in case of any
disaster taken place due to which the critical data on the cloud
may not available for a crucial activity or lost and the ways
that can be used to recover the data for future business or to be
migrated to a new service provider in a situation of
unsatisfactory situation of the current service provider.
Contingency planning is a component of business continuity,
disaster recovery and risk management.

Conclusion: Cloud computing is essence of different
technologies but it also has its own pros and cones. It gives
real benefits to the customers and has the security problems
when data on the cloud. Customers are expected to have
strong protection to their data when at rest as well in transit. It
is needed to have restricting and monitoring access to the data
through user authentication and access logging and protect
from the unauthorized.
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