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Abstract: The remote sensor framework is encircled by group of large no. of sensor nodes. The sensor center points have the limit of
distinguishing the weight, vibration, development, dampness, and sound as in etc. In view of a necessity for generosity of checking, remote
sensor frameworks (WSN) are regularly abundance. Data from different sensors is totaled at an aggregator center point which then advances to
the base station only the aggregate qualities. Existing structure simply focus on acknowledgment of Attack in the framework. This paper areas
examination of Attack Prevention by Node Recovery besides gives an idea to how to overcome the issue. And detecting the attacks by using IP
& MAC Based Data Injection Techniques. What's more, utilize the SSSD dijkstra calculation for finding the briefest way from source hub to

destination hub. Furthermore, by using AES Algorithm, give more security in the system.
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1. INTRODUCTION

The remote sensor system is shaped by extensive number of sensor hubs. Sensor hubs may be homogeneous or heterogeneous.
These sensor centers involves four central units: recognizing unit, taking care of unit, transmission unit, and power unit. For
listening event, sensor center points ere altered. Exactly when an event happens, by delivering remote movement sensors light up
the end point or destination node.[1] The attack-resilient computation algorithmconsists of two phases. The main idea is as
follows: (i) In the first phase, the BS derives a preliminary estimate of the aggregate based on minimal authentication information
received from the nodes. (ii) In the second phase, the BS demands more authentication information from only a subset of nodes

while this subset is determined by the estimate of the first phase.

1.1 Wireless Sensor Network

Remote Sensor Network is a gathering of particular transducers with a correspondences base for observing and recording
conditions at various areas.( expansive no. of sensors hub ). Wireless sensor networks will consist of large numbers of small,
battery-powered, wireless sensors. Remote sensor frameworks are a crucial advancement for generous scale checking, giving
sensor estimations at high common and spatial determination.[2] Wireless Sensor Network (WSN) is the framework which is

extensively used as a piece of bonafide applications for watching and highlight observation

1.2 Data Aggregation
Data Aggregation is a vital procedure to accomplish power productivity in the sensor system. The gathered information must be
handled by sensor to decrease transmission. It used the Tree Based Approach. For aggregating the values of node. And generate

the spanning Tree in the graph.

1.3 Tasks in Wireless Sensor Network
e Attack Detection

e Attack Prevention
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e  Shortest Path Calculation

1.3.1 Attack Detection

In that detecting the two attacks based on IP Address and MAC Address. By using IP & MAC Based data Injection Technique.
1.3.2 Attack Prevention

It is fundamental part of framework, Prevent this assault from assailant. By utilizing Node Recovery taking into account
Predefined Graph. furthermore utilized the SSSD dijkstra calculation for finding the other briefest way on predefined Graph.[2] It
is basically focus on Attack Prevention, prevent the attacks through Node Recovery and provide more security to the system.

1.3.3 Shortest Path Calculation

After preventing attacks, then generate the alternate shortest path between source node to destination node by using SSSD Dijkstra
Algorithm.

2. RELATED WORK

SankardasRoy , Proposed [1] The rundown scattering procedure secure against the ambush dispatched by dealt center points. Our
strike solid count enlists the real aggregate by filtering through the duties of exchanged off centers in the accumulation chain of
significance. Simply delineate the acknowledgment of attack in the framework. This paper locations investigation of Attack
Prevention furthermore gives a thought to how to conquer the issues[2] This paper areas examination of Attack Prevention besides
gives an idea to how to overcome the issues. What's more, utilize the dijkstra calculation for finding the briefest way from source
hub to sink hub. furthermore, give more security in the system.[3] Jyoti Rajput , Proposed [4] A test to data aggregate is the
methods by which to secure gathered data from uncovering in the midst of hoarding technique and what's more get precise
amassed results. delineated distinctive traditions for securing totaled data in remote sensor frameworks. Nandini. S. Patil,
Proposed[5] data mixture which charming system for data gathering in dispersed structure architectures and component access by
method for remotesystem.

3. PROPOSED SYSTEM

The proposed work is planned to be carried out in the following manner

Shortest Path Computation

Graph

Data Aggregation

Fig 3.1: Basic System Architecture

Fig 3.1 shows the key system development displaying of proposed structure, Firstly, all the work perform on reenactment mode. It
will be used the predefined graph. Bundle will be send from source center point to sink center.[2][3] To check the most
constrained shower from course center point to destination center. In perspective of weight of that route beginning with one center
pointthen onto the following center point.

3.1 METHODOLOGY
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3.1.1. SSSD Dijkstra Algorithm

Stepl: dist[s] <0

forallveV -{s}

Step2: do dist[v] <0

Step3: S <@

Step4: Q «V

Step5: while Q # @

Step6: do u « mindistance(Q, dist)
Step7: S— Su{u}

for all v € neighbors [u]

Step8: do if dist[v] > dist[u] + w(u, V)
Step9: then d[v] «—d[u] + w(u, v)
Stepl0: return dist

3.1.2. IP & MAC Based Data Injection Attack Technique

1. While Finding shortest Path the current node request for the next nodes. Then IP Address & MAC Address and its calculate the

original path of the next node.
2. If the IP Address & MAC Address does not match in the routing table a false IP & MAC is detected.
MAC Address / IP Address (Node 0 To Node n) =! MAC Address/ IP Address ( Routing Table of Attacked Node )

3. By using Node Recovery, Recover the node then select the next node according to the path from source node S to destination

node Z using SSSD algorithm.
3.1.3 Security Methodology : AES & SHA-1

In that system, provide the more security by AES and SHA-1 algorithm. AES is 256 bits for encryption and decryption. And
SHA-1 used for generating the key for security

4. SIMULATION RESULTS

Node Starus::

Fig 5.1: Router Form as Graph with 12 nodes

IJFRCSCE | July 2016, Available @ http://www.ijfrcsce.org




International Journal on Future Revolution in Computer Science & Communication Engineering ISSN: 2454-4248
Volume: 2 Issue: 7 07-14

Node Initianlization

Fig5.2 :Source Form
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Fig 5.3 : Receiver Form

Fig 5.4 : Without Attack

Fig 5.5 : MAC Based Data Injecton Attack
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T
192.168.1.187

Fig 5.8 : Recover the node in IP Based Condition

The simulation studies involve the deterministic random topology with 12 nodes as shown in fig 5.1. The proposed system
implemented in the JAVA. According to the proposed system, The system run on local host that why all the nodes of addresses
are same. That is standalone system.we transmit the packets from Source Node A to Destination Node Z. Then detecting the
Falsified sub Aggregate attack or false Data Injection Attacks based on IP & MAC Address. Main Focus of proposed system is the
Attack prevention through Node Recovery. After preventing attacks packets sends from source node to destination node with
finding better shortest path.

The Fig 5.1 shown that simulation of nodes. And perform the node inilization that is all the cost assign to nodes. Fig 5.2
& 5.3 shown that Source & Receiver Form. In source form, browse the file for sends. Receiver Form, shows that
Received the files at the destination node Z. and save it in Database. The Fig 5.4 shows that all the nodes are attacked
free. then sending the selecting file from Source Node S to Destination node Z within 32 ms. ‘Green’ color defined that
are nodes are attacked free. The Fig 5.5 & 5.6 shows that Node A & Node C are attacked by the MAC based Attacker.
That is MAC Address of that attacked node is changed. Using MAC Based Data Injection Technique.Then ‘Red’ color
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indicates the node is attacked by the attacker. Fig 5.6 shows that recover the next node and the generate the Better
shortest path from Source Node to Destination Node. The Fig 5.7 & 5.8 shows that Node A is attacked by the IP based
attacker. Indicates the attacked node. By using IP Based Data Injection Technique. And recover the next node and
calculate the shortest path from source node to destination node.

5.RESULT & DISCUSSION

1. Time Complexity Vs Size OF Packets
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Fig 6.1 : size of packets with respect to Time

2. Time Required for attack Detection Vs Delay in finding alternate Shortest
path
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Fig 6.2 : Condition of Attacked Node as 1, 2, 3,4
3. Encryption Time & Decryption Time among AES, DES and RSA Vs Size Of
Packets
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Fig 6.3 : Comparison of Proposed System AES algorithm & Prevoius Algorithm

The results are studied parameters TIME COMPLEXITY, DELAY, SECURITY of Existing System and Proposed
System. The fig 6.1 shows a comparison for Time Complexity calculated for Size of packet. Proposed system required
less time for sending the packet in without attacks condition. Depending upon size packets its required the time for

sending packets from source node to destination node. The fig 6.2 shows time requirements for attack detection and
12
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delay in finding alternate path in the condition of no. of attacked nodes in the network.Depending upon the size of
packets its required time in suppose attack detected that time delay is occurred. The fig 6.3 shows a comparison for
Encryption & Decryption Time calculated among the AES with Different Algorithm. As compared to MAC Protocol and
DES, RSA . More secured algorithm AESused as 256 bits , so that as this algorithm is more secure as compared to

previous algorithm.

6. CONCLUSION & FUTURE SCOPE

This paper gives a proposed work of secure data mixture thought in remote sensor frameworks. To give the motivation
driving secure data aggregation, in any case, the security necessities of remote sensor frameworks are displayed and the
danger model and badly arranged model are unveiled to sufficiently handle security requirements of WSN. The results are
studied with respect to Time, Size of Packets, and Throughput in without attack and with attack, encryption time and
decryption time of AES and MAC Protocol by Attack Detection when existing system, Node Recovery mechanism
proposed work is operated. Provided the Falsified sub Aggregate Attack detection by using IP and MAC Based False
Data Injection Attack technique. Provided more security at the time of send the file from Source node to destination node
by AES algorithm.Provided efficient shortest path calculation by SSSD Algorithm. Provided Attack prevention through

Node Recovery.
FUTURE SCOPE

* To provide energy efficiency while detection of attacks.
»  Use for multiple shortest path algorithms for fast processing.
*  Providing more methods to attacks.

»  Fast packet recovery mechanism
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